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Federal Reserve 2026 — Risk Officer Survey

Chart 1: Fraud Risk Summary by Payment Type
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Percentages in italics at the top of the chart show year-over-year percent change
in the portion of surveyed financial institutions reporting attempts and losses.
Percentages in italics on top of bars show YoY% change in total payment losses.
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Toll Text Scams

https://www.frbservices.org/binaries/content/assets/crsocms/news/research/2026-risk-officer-survey.pdf

CAPTURE OF ONE-TIME
VERIFICATION CODE

PHISHING/SMSHING ATTACK

Cybercriminals send fraudulent

messages to lure victims into providing

their payment card details.
Victims are prompted to enter their

payment card information into a fake

website or app.

Victims may receive a legitimate one-time
verification code to authenticate the card
addition to a mobile wallet,

The scammer intercepts this code, typically
through real-time phishing techniques, to
ensure the card can be linked to the
scammer’s device.

CARDS LINKED TO MOBILE WALLETS

The phished payment card information
and verification code are used to link
victims’ card data to a mobile wallet app
on a phone controlled by the criminal.

Multiple cards are loaded onto a
single phone.

RESELLING LOADED DEVICES*

Loaded devices can be sold to
other criminal organizations or
utilized by the same organization
perpetrating the
phishing/SMShing scheme.

ia»

COMMON TACTICS
® Use of “Runners” in retail stores

® Purchase large numbers of high
value/resell items and gift cards

® Utilize the self checkout lane
for long periods of ime

UNAUTHORIZED TRANSACTIONS

The criminals use the digital wallets to

perform fraudulent transactions, like

=
making online purchases or withdrawing

USE OF “GHOST TAP" SOFTWARE cash from ATMs, bypassing traditional

Software called "ghost tap," allows criminals to card security measures.

ik, ori 4 4 funds This can be done on a global scale, with

from ATMs without physically touching the phone. B the criminal groups operating from

This software can initiate payments via digital anywhere, exploiting the wallets on a

wallets without requiring the user to interact with variety of platforms (e.g., e-commerce
sites, ATMs).

the phone directly.
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How debit cards can be
compromised and linked
to mobile wallets
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FBI IC3 — 2025 Internet Crime Report

Losses by Year $20.877 billion e 2025 — $2098 in losses

TR e 26% increase from 2024

st * Average loss $20,699
e + 1,008,597 Complaints

%6.9 billion

* Less than 0.4% actioned
$4.2 billion by FB|

- §t1g L $1.0bi /
§17.8 mm'g‘wﬂ"

2001 2005 2010 2015 2020 2021 2022 2023 2024 2025

Chart. i of ints filed with IC3.gov from 2001 - 2025.

https://www.ic3.gov/AnnualReport/Reports/2025_IC3Report.pdf
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Financial scam compliance tactics
Share of financial scam victims reporting select tactics that scammers used to gain their compliance, by type of

Scams Landscape

FIGURE §

The scammer toolklts
Scam victims reporting selected tactics used by scammers Fake eCommerce/marketplace scam

Identity theft scam

Gift card scam

Fake debt collection

20%
Investment scam
0% Job listing/employment opportunity
scam
Romance scam

me 1% 8% Tech support scam
Posed as Posed as & Posed as
hauinkr?;:gw government - aw uﬁ“‘fgrﬁ%mal
nk | have a agency enforcement
lacionship agency Sweepstakes/raffle scam

IMPERSONATED AN AUTHORITY FIGURE

OTHER TACTICS Government benefits scam

https://www.pymnts.com/wp-content/uploads/2025/11/PYMNTS-Financial- 10% 20% 30% 40% 50% 60% 70% B80%

0 —serf
Scams-and-Consumer-Trust-November-2025.pdf . .
W Threats or intimidation W Promised financial rewards or incentives

Source: PYMNTS Intelligence

Stolen personal data used to gain trust o ScammrsTalor Flnacla Seaa o ncun Conacevar b, sy 2025
|
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FCC Tracks “Traceback” Requests

« Traceback — identifies telecom enabling
reported calls and spoofed caller ID

System Vulnerabilities

* No KYC on telecom owners
- “Shell Telecoms”

» Telecom ecosystem very complex . Enables individual bad

nnnnn e actors to have dozens

4?_\ anbileNetwnrk
;' Operators
— ) - Feed hundreds of millions

of calls into ecosystem

Threat Actor Operation
(110 N.. Shell

Telecom Originators)

No accountability

R
B
5
-
H
illg
= 3
§ i
’\ ’\\ )4‘\ ‘l
™
L]

aba.com | 1-800-BANKERS 7 /&)

American
Bankers
Association.

A Study In Toll Free Number Spoofing Of Financials

The study involved 47 top brands targeted by spoofing, including
top banks, credit unions, payment networks and large retailers and
healthcare providers. The analysis utilized:

* Over 12,900 calls with attestation data

» 206 toll-free numbers owned by

* 47 large, recognizable U.S. institutions

» 302 distinct telecom providers attesting calls
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Spoofing Powered by 237+Providers

100%
3.86% 6.63% 8.44%
16.92% 15.17%
10.84%
21.24%
80% I
18.91%
e 6.63%
60%

40%
7.96% d
8.96%

20%
3.98%

7.41%

2025-04
2025-05
2025-06
2025-07
2025-08
2025-09
2025-10
2025-11

- o @
5] =] &
) ) )
o o o
=] =] =]
51 51 51

Ranked by Percentage

of calls hosted

W Belthrough
W Connexum LLC
M VoIP Innovations

M Bandwidth.com CLEC LLC-a...
Il Tata Communications (Ame...
I BCM One Cloud Communic...

Peerless Network
Telnyx LLC

W Bandwidth.com CLEC LLC-a...
[ Madrid Integration Services ...

Google Voice Inc
QuestBlue Systems Inc
W AMCSLLC
W Syndeo LLC dba Broadvoice
M Nuwave Communications
[ ANPI Business, LLC

M Bandwidth.com CLEC LLC-9...

W sangoma

Il Telnyx LCC

[ commio

M Fusion Connect

W Brightlink Communications ...

I callTower

M Bandwidth.com CLEC LLC-4...

W uscc
M Livevox Inc

Bandwidth.com CLEC LLC-2...
Bandwidth.com CLEC LLC-2...
W Bandwidth.com CLEC LLC-e..
M Bandwidth.com CLEC LLC-4...

6/29/2026

9
More Than Half of Spoofed Numbers are A or B Attested
o 7.95% 7.46% 7.72% 8.99% TSR Hepd 9.18% eI 6.49% = :
Hc
a0 o A- Level attestation
s0.00% e Provider knows the caller and
- S - confirms they are authorized
oo ‘ o o == to use the calling number
B-Level Attestation
o Provider knows the caller but
S has not verified they are
a7.59% o authorized to use the calling
42.47%
20% 25.37% 35.96% number
20.82% by ST —
i C-Level Attestation
- g g g 3 8 g 5 g g 2 z Provider cannot verify the
g 8 R & g 8 R R & g 8 caller or their authorization
and only knows the call
>> A & B attests could be used in Branded Calling as well  enteredits network.
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Are You More Likely To Answer?

Example of Branded Calling
* New technology being rolled out

Call from Account
Monitoring

* No new technical or telecom
originator verifications being
proposed

* Very likely see same level of
abuse of this new capability as
seen with CallerID

>> FCC estimates these calls will be answered 78% of the time
|
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Example of “Bad Actor” Telecom
Operations and FCC Registration

. No

American
Bankers
Association.

aba.com | 1-800-BANKERS

12



6/29/2026

Operations : 250M-2.5B Robocalls

Sum of Est Calls Prd - Robocalls per month * Legitimate
telecoms do not

- org v STI-CA ~ 2025-06 202507 2025-08 2025-09 202510 202511 Grand total
start from zero calls
- EZVolP LLC Telonium 213744000 309264000 504205000 409464000  420301,000  409,335000 2266313000 )
to 50M in a month
- Dial Edge Telecom LLC  Telonium 298163000 454864000 458,622,000 344,512,000 1891000  1,558,052,000
- Telcast Networks Peeringhub 435817000 877849000 202215000 189,851,000  198031,000 141,993,000  1,545756,000 )
) ) + NATECHSOL just
~ ABvoiptel LLC Telonium 197,012,000 205715000 184398000  80,664000 105178000 157,976,000 930,943,000 |
- Dial Edge Tel Peeringhub 120688000 345500000 317744000 783,932,000 o?he exami)he -
— Navitech Solutions LLC Peeringhub 17,886,000 2,590,000 20,476,000 others on the
Telonium 172513000 205135000 107,430,000  47,429000 45009000 44346000 621,862,000 screen
- (llveytel Peeringhub 53084000 121367000 134297000 98005000 19732000 107,374,000 533,859,000 )
= Essential LLC Telonium 42804000 84413000 83682000 93840000 71537000 74,540,000 450816000 ST"QA 1S ]
- NATECHSOL LLC Peeringhub (20745000 136,589,000 102,259,000 138,175,000 426,768,000 ) Certificate Authority
- callsto Peeringhub 77195000 189,157,000 86,899,000 54,265,000 407,516,000 that grants access
- VoyageNetworks Peeringhub 86,011,000 57747000 53829000 78,324,000 52,342,000 47,528,000 375,781,000 to telecom system
Telecom Business Peeringhub 83535000 63933000 47232000 92975000 80,321,000 4,534,000 372,530,000
~ Network LLC * Notice same two
~ VisibiLLC Peeringhub 428000 24768000 65290000 205974000 63,007,000 359,467,000 CA’s on all records
~ Voipedia Peeringhub 72092000 110955000 86964000 71258000 16,637,000 1,119,000 359,025,000
- Fazitel LLC Telonium 49603000 110,051,000 192,834,000 352,488,000

]
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NaTechSol Robocall Mitigation Database (RMD) Filing

Robocall Mitigation Database Filings
Humber

Telecoms Required to Register with RMD

_ « FCC hosted database

¢ No checks of information submitted

* No check of required Robocall

‘W : '(lt:'gzlwr\s‘g'lm ‘None' if you have none) Mitigation plan

= - - Some facilitating telecoms don’t even
check to see if RMD was filed

 Foreign Nationals scamming Americans

Contact Business Address

Pakistan Phone Number

‘Contact Phone Extension

* Conta? American
naeem@natechsol com Bankers
Association.
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NaTechSol - HQ — +400M Robocalls in Four Months
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Getmovingquotes  How much home can you afford? #
5

$1,975 /o

2bed 1bath 1,200 sqft

.......

TROLLEY 6‘“
é
v
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Wik i 2o00s oocge

6 Add acommute

1207 Delaware Ave, Wilmington, DE 19806
us Military & Veterans $100.000 Home Giveaway. See Off, Rules
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* Recent USSS
takedown in NYC
« Sim Farm
— 100,000 sim cards
— 300 servers
* mobileX sim cards
— Use Verizon network
| + Likely in operation for
nearly a year

https://www.secretservice.gov/newsroom/releases/2025/09/us-secret-
service-dismantles-imminent-telecommunications-threat-new-york

https://www.nytimes.com/2025/09/23/us/politics/secret-service-sim-cards-servers-un.html|
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The Rise of Scams on Meta Platforms*

50% 70% 230,000+ 1608

Scams on Zelle via JPMorgan .
& New advertisers Scam ads using

traced to Meta Ads ’
rac flagged for Andrew Forrest’s rl\gscta?wzs?n 2023 —
8 32 fraud, illicit Name / N ) .
- e, incentivizing weak
o goods, or poor- Image / e',e enforcement
Fraud “strikes” allowed quality offers Likeness
before ad account removal

Section 230 - Meta argues it has no legal duty to protect users from fraud

“Meta has no duty to protect users from third-party content on its platform,
Plaintiff cannot state a negligence claim”

*https://www.wsj.com/tech/meta-fraud-facebook-instagram-813363c8?
|
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Banks Invest Heavily to Protect Consumers

« Scams and fraud are a huge problem

« Banks do more than any industry to protect their customers but can’t do it by
themselves

« Tell people don’'t send money to people you don’t know and trust but by the time
they’re making that payment they believe they know and trust who talking too

* Need to focus on scam prevention
» Shared responsibility

« Telecoms and social media companies are enabling the scammers and profiting
from the scam ecosystem

aba.com | 1-800-BANKERS 18 /&)
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Al Driven Tools Enable Better Scams

Generate background sounds using text prompt o:

“Thunderstorm with heavy rain” POLICE STATION. .
. o -" /' ;) :

Step 1: Obtain copy of child’s voice -‘ A

Step 2: Use tools to clone the voice L e

Step 3: Create convincing script that
the child is in need of help/money.

K

Step 4: Execute script with cloned voice = -

Step 5: Merge cloned voice with
realistic background sound

https://www.wsj [tech/personal-tech/the-panicked-voi the-phi ded-like-her-daughter-it-
8d04cbcl?st=wBLoHh&reflink=desktopwebshare_permalink

American
aba.com | 1-800-BANKERS ,&) Bankers
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19
Phone/Device Signals
@ Contact Center
@@ Staff Best Practices Education
Wl Adaptive Synthetic Voice Detection
(Deepfake Firewall/Antivirus)
|Q Speaker Voice Authentication
el
':'I'-“I:l Voice Replay Detection
el
xgx Device/App Based Authentication
App-based Biometric Authentication
American
aba.com | 1-800-BANKERS &) Bankers
20 Association.
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Quantum Computing — What is it?

« Use quantum state of an object
— Measured in cubits
— Quantum states occur in a mixed 'superposition’

* Maze example
— Classical computers iterate
— Quantum can find all solutions at once

« Significant challenges remain
— Most operate using liquid helium
— Error correction challenging

— May need 1000 to 1 ratio of correction qubits to
processing qubits for functionality

IBM System Q — Quantum Computer
]
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Quantum Computing — Why should we care?

16,369,950,074,070,714,483,833,015,750,500,

» RSA encryption uses factoring of prime 270,033,785,189,896,244,628,338,445,332,130,
numbers 100’3 d|g|ts |Ong 976,122,411,716,832,419,351,058,541,991,014,
_ 719 x 923 = 663,637 - Easy 772,026,457910,610,407,907,862,703,817,898,
’ 254,840,778,321,076,505,398,997,226,105,519,
— 663,637 =Ax B - Very hard 339,844,077,439,988,783,667,271,139,988,859,777
— lterate takes too long — need quantum =?x?

* In 1995 Peter Shor designed algorithm to g 45 590 450,057.877.291,809182,450,381,238,

factor prime numbers regardless of size 927,697,314,822,133,923,421,169,378,062,922,
140,081,498,734,424,133,112,032,854,812,293
« Shor’s Algorithm recently used to break X
19-bit Elliptic Curve Cryptography key — 2,908,511,952,812,557,872,434,704,820,397,229,
same encryption Bitcoin uses 928,450,530,253,990,158,990,550,731,991,011,

846,571,635,621,025,786,879,881,561,814,989
=& =
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Quantum Computing — Why should we care?

+ Massive investments being made in quantum computers

Likely they will be offered as quantum as a service
— Amazon already has quantum service call Bracket
— Microsoft has Azure Quantum cloud

Possible in next 5-10 years be able to break standard encryption algorithms
— Although in March Google moved its internal “Q-Day” to 2029
— Original estimates 20M qubit computer — Google now believes 1M qubit break in week

New EO 14409 “Securing the Nation Against Advanced Cryptographic Attacks”
— PQC transition timeline of December 31, 2031

aba.com | 1-800-BANKERS 2 /&)
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ABA Fraud Resource Page

To find out if your bank is an ABA member, or to learn more about becoming one, visit:
ABA.com/membership

ABA Committees, Councils and Working Groups.
Learn more at: ABA.com/experts-peers/committees-councils

Some of ABA Fraud Resources Include:

ABA Fraud and Scams Exchange  ABA Frontline Training Course on Check Fraud
ABA Fraud Contact Directory Banks Never Ask That & Practice Safe Checks

ABA Treasury Payee Verification ABA Check Fraud Product Assessment

ABA Fraudcast ABA Compliance Hotline
ABA Check Fraud Toolkit Learn more at ABA.com/Fraud
. I
aba.com | 1-800-BANKERS Questions? Email fraud@aba.com &) %&E%E;on

24
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https://www.aba.com/banking-topics/risk-management/fraud?utm_source=abapresentation&utm_medium=vanity&utm_campaign=training&utm_content=fraud
https://www.aba.com/experts-peers/discussion-groups/aba-fraud-and-scams-exchange
https://www.aba.com/banking-topics/risk-management/fraud/directory
https://www.aba.com/banking-topics/risk-management/fraud/tcvs
https://bankingjournal.aba.com/tag/aba-fraudcast/
https://stage-www.aba.com/advocacy/community-programs/banksneveraskthat
https://www.aba.com/training-events/online-training/check-fraud
https://www.aba.com/news-research/analysis-guides/check-fraud-toolkit
https://www.aba.com/news-research/analysis-guides/check-fraud-product-assessment
https://www.aba.com/about-us/contact-us/compliance-hotline
https://www.aba.com/banking-topics/risk-management/fraud?utm_source=abapresentation&utm_medium=vanity&utm_campaign=training&utm_content=fraud
https://www.aba.com/experts-peers/committees-councils#sort=%40stitle%20ascending
https://www.aba.com/banking-topics/risk-management/fraud?utm_source=abapresentation&utm_medium=vanity&utm_campaign=training&utm_content=fraud
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