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NEACH Fraud Committee

14 NEACH Members specializing in payments risk
management, fraud detection and mitigation, and
investigations

- Members from banks, credit unions, core processor, risk
management strategist solution provider, and law
enforcement

- Meets monthly to assess current threat environment, and
where applicable, provide intel to all NEACH members using a
variety of communication methods

- Committee members are frequent presenters for NEACH
fraud sessions and Wrestling Payments episodes

- Beyond educational sessions, most output from the
Committee is shared via the Fraud Community in Members
Corner — Join to learn more!
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Card Enumeration As We Know lt:

1. Identifying Valid Card Numbers -
Through the dark web or data breaches

2. Systematic Testing — using BOTS or
scripts

3. Monitoring for Approval - Compile a
list of successful cards

4. Exploiting Weak Security — Targets
merchants with identified flaws or
minimal protections

5. Consequences — Successful
unauthorized purchases
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A token replaces the card number in an eCommerce transaction

Fraudsters exploit the process.
Test combinations of cards numbers and devices.

Obtain legitimate tokens and make unauthorized transactions.
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Increased threats and challenges:
9532 amd 3

» Can create thousands of valid tokens quickly

> Tokens immediately used at eCommerce sites OR
saved as “sleeper tokens” for future use

» Targets large merchants like Amazon or Walmart

» Majority of fraud solutions struggle to detect
tokenization enumeration

> Difficult to create effective strategies to block
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» Similar in nature to tokenization

> BOTS run test card information through eCommerce merchants as zero-dollar
card validation transactions

»> Again, often not detected by fraud solutions due to zero-dollar
» Undetected, validated cards saved for future use

< Often used within one week
<+ Sometimes stored for up to 3 months before use

E———*‘Jﬂi =4

Fraudsters start with some Fraudsters then the  Declined transactions  Succesiull transaction
stolen card data (PAN, BIN) data through repeated indicate incorrect data. validates card data.
and generate unknown data payment process.

randomly.
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What to do??
<+ Check your card and digital wallet settings
¢ Touch base with your core provider on their solutions

+ Reach out to your issuer for layered or advanced
detection options

% Have a plan for when this fraud hits your FI
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21-year-old college student

Was promised a work from home job she found on
Indeed.

Was sent an employment contract which referenced
international laws. (Company was in Dallas)

A direct deposit form asking for account and routing
number,aW2 &19

Check for $2,480.00 for a laptop

She was told to notify the prospective employer once
the check had been deposited and funds were
available.
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23-year-old

Check received from an unknown source on
Instagram —was asked to do modeling work

When told check was denied, all contact ceased

PMC 2025 | Foxwoods Resort Casino



Check Fraud - Online Scams PMC

May 19 & 20, 2025 | Foxwoods Resort Casino

17-year-old Boarding School student

Reached out asking if they could use a picture
from his Instagram as mural art

Had multiple conversations via text over the
next few days : eey/lne [t i
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Check was emailed ; e S
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The fraudster showed our member how to
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deposit and see the deposit of the emailed B e ot v

check. I'm sorry for not getting back to
you

Retrieving my bank account rn

it}
140 10900 SNAOR NOU0.

"

Check Fraud — Recruitment Campaigns MC

May 19 & 20, 2025 | Foxwoods Resort Casino

e Participants recruited thru Facebook — promised a
portion of funds from fraudulent checks they
deposited to their account

* 5arrests made in the case — charges pending

* Postal service employee aided in stealing of mail
containing checks and providing the information to
his co-conspirators

» Attempted at least $1 million in fraudulent
transactions, using over 100 accounts obtaining
hundreds of thousands of dollars

» Defendants instructed account holders to claim their
accounts had been compromised if contacted by the
Fl re: the fraudulent deposits.
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THE DIGITAL TRANSFORMATION OF FRAUD

Digital Migration Fraud-as-a-Service Proactive Approach
Traditional fraud schemes have rapidly Criminals now operate with minimal Law enforcement must shift from
moved to digital platforms. technical expertise. reactive to proactive posture.

Today's fraud operations often resemble professional businesses with specialization, customer service, and technical support.

TOP FRAUD TYPES BY FINANCIAL IMPACT
$6.57B $2.77B $1.46B

Investment Fraud Business Email Compromise Tech Support Fraud

Highest financial impact in 2024 Second highest financial impact Third highest financial impact

Understanding which schemes cause the most financial harm helps us allocate investigative resources effectively.



TOP FRAUD TYPES BY COMPLAINT VOLUME
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Volume doesn't always correlate with financial impact. Phishing generates the highest number of complaints, but investment fraud causes significantly more financial harm.

VICTIM DEMOGRAPHICS - TARGETED POPULATIONS

60+ Age Group

M 147,127 complaints, $4.8B losses

40-59 Age Group

o2
197,295 complaints, $4.7B losses
A 20-39 Age Group
180,298 complaints, $1.94B losses
o Under 20
an

17,993 complaints, $22.5M losses

The 60+ demographic reports both the highest number of complaints and the greatest financial losses. This represents a clear targeting pattern.



GEOGRAPHIC HOTSPOTS - WHERE FRAUD
HITS HARDEST

Top States by Total Losses Most Impacted States (Per Capita)
e California: $2.54 billion ¢ District of Columbia: $41.5M per 100k

e Texas: $1.35 billion * Nevada: $8.2M per 100k

¢ Florida: $1.07 billion ¢ Wyoming: $7.4M per 100k

e New York: $904 million

e |lWinois: $479 million

While total losses concentrate in populous states, per capita analysis reveals different patterns. This helps identify specialized criminal
operations targeting specific regions.

CRYPTOCURRENCY FRAUD - THE NEW FRONTIER

Complaint Volume o Financiallmpact

149,686 cryptocurrency-related complaints o
$9.3 billion in losses (56% of total losses)

(17% of total)
Most Vulnerable Year-Over-Year
Adults 60+ ($2.8 billion in losses) 4 il 66% increase from 2023

Cryptocurrency has fundamentally changed the fraud landscape. While representing less than one-fifth of complaints, crypto-related fraud
accounts for over half of all financial losses.



CRYPTOCURRENCY FRAUD
METHODOLOGIES

{|§ Investment Schemes ¢y Cryptocurrency

ATM/Kiosk Exploitation CRYPTOCUR

41,557 complaints, $5.8 billion
in losses 10,956 complaints, $246.7
million in losses

@ Extortion/Sextortion

54,936 complaints, $33.5 million in losses

Cryptocurrency fraud primarily manifests as investment schemes promising
extraordinary returns. A concerning trend is the exploitation of cryptocurrency
ATMs, particularly targeting older adults.

CRYPTOCURRENCY INVESTIGATION CHALLENGES

Wallet Tracing International Cooperation Evidentiary Documentation
Following funds across multiple chains Coordinating recovery across Preparing blockchain evidence for court
and exchanges jurisdictions

Investigating cryptocurrency fraud presents unique challenges. Unlike traditional banking, there's no central authority to freeze accounts.
Success depends on rapid identification and specialized technical knowledge.



ARTIFICIAL INTELLIGENCE IN
CRIMINAL ENTERPRISES

v 04 (=

Voice Cloning Deepfake Production Al-Generated

60% of financial institutions Used in 44% of extortion PhIShmg

report Al-generated voice schemes Increasingly sophisticated
scams and personalized content

o
(=]
Synthetic Identity

Fabrication of convincing

false personas

Artificialintelligence represents the newest evolution in fraud tactics. Voice cloning technology

allows criminals to impersonate family members, business executives, and government
officials with increasing realism.

FINANCIAL FRAUD KILL CHAIN
e - RAPID RESPONSE

Activation

N
3,020 FFKC activations in 2024
Attempted Theft

T

$848.4 million targeted

Funds Frozen

$561.6 million recovered (66% success)

International Cases

9

369 cases, $92.5 million recovered

The Financial Fraud Kill Chain represents our most effective tool for recovering stolen funds.

Success depends entirely on rapid reporting and immediate action.




FFKC SUCCESS CASE STUDY

@ Fraud Detection

Victims discovered altered wire instructions after real estate closing

o Fund Transfer

$956,342 wired to fraudulent domestic account
N Reporting

Victims reported to FBI Denver after two days
= Recovery

$955,060 frozen through FFKC activation

This case demonstrates that even with delayed reporting, recovery remains possible
through the Financial Fraud Kill Chain. The critical factor was the victims' prompt action

upon discovering the fraud.

RANSOMWARE AND
CRITICAL
INFRASTRUCTURE

Ransomware Complaints Variant Proliferation
3,156 ransomware complaints 67 new ransomware variants
reported to IC3 identified

9% increase from 2023 Top variants: Akira, LockBit,

RansomHub, FOG, and PLAY

Critical Infrastructure

4,878 cyber incidents reported across critical infrastructure sectors

Ransomware continues to represent a significant threat, particularly to critical
infrastructure. Healthcare, manufacturing, and information technology sectors
experienced the highest number of attacks.




RANSOMWARE PREVENTION AND RESPONSE

Prevention

Public-private partnership for threat
intelligence sharing

Coordination

Critical infrastructure coordination

through fusion centers

6

Response

FBI distributed decryption keys preventing
$800+ million in payments

Disruption

LockBit takedown significantly disrupted

major ransomware provider

Our approach to ransomware must balance prevention, response, and disruption. The most effective strategy involves close coordination

between law enforcement, private industry, and critical infrastructure operators.
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THANK

We'd love your feedback! Please take a
moment to complete the session
evaluation in the mobile app.




